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Services of a third party contractor covered under Education Law §2-d include, but not limited to, data 
management or storage services, conducting studies for or on behalf of the educational agency, or audit 
or evaluation of publicly funded programs.  

When an educational agency enters into a contract with a third party contractor, under which the third 
party contractor will receive student data, the contract or agreement must include a data security and 
privacy plan that outlines how all state, federal, and local data security and privacy contract requirements 
will be implemented over the life of the contract, consistent with the educational agency's policy on data 
security and privacy.  However, the standards for an educational agency’s policy on data security and 
privacy must be prescribed in Regulations of the Commissioner that have not yet been promulgated. A 
signed copy of the Parents’ Bill of Rights must be included, as well as a requirement that any officers or 
employees of the third party contractor and its assignees who have access to student data or teacher or 
principal data have received or will receive training on the federal and state law governing confidentiality 
of such data prior to receiving access. 

Each third party contractor that enters into a contract or other written agreement with an educational 
agency under which the third party contractor will receive student data or teacher or principal data shall: 
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4. The right to file a complaint with the U.S. Department of Education concerning alleged failures by 
the [School] to comply with the requirements of FERPA.  The name and address of the Office that 
administers FERPA are: 

Family Policy Compliance Office 
U.S. Department of Education 
400 Maryland Avenue, SW 
Washington, DC  20202 

[NOTE: In addition, a school may want to include its directory information public notice, as required by §99.37 
of the regulations, with its annual notification of rights under FERPA.] 

[Optional] See the list below of the disclosures that elementary and secondary schools may make without 
consent. 

FERPA permits the disclosure of PII from students’ education records, without consent of the parent or eligible 
student, if the disclosure meets certain conditions found in §99.31 of the FERPA regulations.  Except for 
disclosures to school officials, disclosures related to some judicial orders or lawfully issued subpoenas, 
disclosures of directory information, and disclosures to the parent or eligible student, §99.32 of the FERPA 
regulations requires the school to record the disclosure.  Parents and eligible students have a right to inspect and 
review the record of disclosures.  A school may disclose PII from the education records of a student without 
obtaining prior written consent of the parents or the eligible student – 

• To other school officials, including teachers, within the educational agency or institution whom the 
school has determined to have legitimate educational interests.  This includes contractors, 
consultants, volunteers, or other parties to whom the school has outsourced institutional services or 
functions, provided that the conditions listed in §99.31(a)(1)(i)(B)(1) - (a)(1)(i)(B)(2) are met. 
(§99.31(a)(1)) 

• To officials of another school, school system, or institution of postsecondary education where the 
student seeks or intends to enroll, or where the student is already enrolled if the disclosure is for 
purposes related to the student’s enrollment or transfer, subject to the requirements of §99.34.  
(§99.31(a)(2)) 

• To authorized representatives of the U. S. Comptroller General, the U. S. Attorney General, the U.S. 
Secretary of Education, or State and local educational authorities, such as the State educational 
agency in the parent or eligible student’s State (SEA).  Disclosures under this provision may be 
made, subject to the requirements of §99.35, in connection with an audit or evaluation of Federal- or 
State-supported education programs, or for the enforcement of or compliance with Federal legal 
requirements that relate to those programs.  These entities may make further disclosures of PII to 
outside entities that are designated by them as their authorized representatives to conduct any audit, 
evaluation, or enforcement or compliance activity on their behalf.  (§§99.31(a)(3) and 99.35) 

• In connection with financial aid for which the student has applied or which the student has received, 
if the information is necessary to determine eligibility for the aid, determine the amount of the aid, 
determine the conditions of the aid, or enforce the terms and conditions of the aid.  (§99.31(a)(4)) 

• To State and local officials or authorities to whom information is specifically allowed to be reported 
or disclosed by a State statute that concerns the juvenile justice system and the system’s ability to 



 

 
 

 

   

     

  

 
 

   

 

effectively serve, prior to adjudication, the student whose records were released, subject to §99.38. 
(§99.31(a)(5)) 

• To organizations conducting studies for, or on behalf of, the school, in order to:  (a)  develop, 
validate, or administer predictive tests; (b)  administer student aid programs; or (c)  improve 
instruction.  (§99.31(a)(6)) 

• To accrediting organizations to carry out their accrediting functions.  (§99.31(a)(7)) 

• To parents of an eligible student if the student is a dependent for IRS tax purposes.  (§99.31(a)(8)) 

• To comply with a judicial order or lawfully issued subpoena.  (§99.31(a)(9)) 

• To appropriate officials in connection with a health or safety emergency, subject to §99.36.  
(§99.31(a)(10) 

• Information the school has designated as “directory information” under §99.37.  (§99.31(a)(11)) 



   

 
    

  
 

  
   

 
   

   
  

  
 

 

 

   
 

    

    

  
 

 
   

 
   

 

  

 
  

 
  

    
 

   
   

 
 

  

 
  

   
    

 
   

Pre-ETS for Students with Disabilities Name of Applicant: Viability Inc.____________ 

Attachment S-1 
Attachment to Parents’ Bill Of Rights 

For Contracts Involving Disclosure of Certain Personally Identifiable 
Information 



   

 
    

  
 

  
   

 
   
   

 
   

 
 

 

 

   

    
 

 

   
  

 

       
  

 
   

  

 

   

   
   

  
 

 

  

 

Pre-ETS for Students with Disabilities Name of Applicant: Viability Inc.____________ 

data protection provisions set forth in this Contract including, but not limited to, the “Data Security and 
Privacy Plan” set forth in Appendix R.  Upon termination of the agreement between 



   

 
    

  
 

 

   
 

  

 
 

   
   

 

Pre-ETS for Students with Disabilities Name of Applicant: Viability Inc.____________ 

All Student Data is collected and stored in an electronic health record system.  We utilize 
Credible as our electronic health record.  Credible is compliant with all of the federal data 
security requirements.  As an additional layer of encryption, staff must access Credible 
through a remote desktop VPN which provides a secure tunnel for accessing all information.  
The remote desktop ensures that there is no data stored on any piece of hardware removing 
the possibility of a data breech if a machine is lost or stolen.  Data sent to outside sources via 
email is sent using secured email encrypting the message. Bidder should detail in this 
section where data will be stored, what security measures will be in place, and whether 
electronic data is encrypted in motion and/or at rest. 
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