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III. Summary of Incidents Reported by Educational Agencies that Implicated Student PII

# Description 

1 A student, in response to a  challenge, accessed the  school network and  obtained  a file  
containing student network login information   

2 Ransomware.  
3 Ransomware.  
4 School  staff sent a report containing student PII  to  the wrong parent.   
5 Student accessed a file containing student PII because access to the file was not properly  

restricted.  
6 School district erroneously  sent an  email containing a file of 66 student records  that included,  

among other things, student transcripts, names and addresses to  one student.   
7 School  support  staff, in preparation for a parent  meeting, sent student  PII to the  wrong parents.  

8 Ransomware.  
9 Ransomware.  
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